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POJIb COBPEMEHHBIX HAYYHO-TEXHUYECKHUX CPEJICTB
B KPUMUHOJIOTUYECKON IOJUTUKE: ITIPABOBBIE OCHOBBI
U MEXKIYHAPOIHBIN OIIBIT

AHHOTALMUA. B narHOM cTaThe IPUBOJUTCA 0030D COBPEMEHHBIX TeXHUUECKUX CPEICTB,
TaKUX, KaK CHCTEeMBbI BUAEOHAOJIONEHUS M CUCTEMBI cOOpa M XpaHeHUsa WHOpMAIUU
00 oTIeuyaTKax IaJblieB, IPUMEHAEMbIX B IeJIX HpeNyIpe:KIeHUs IPEeCcTYIHOCTU B
PasINYHBLIX CTPaHAX; TAKIKe IIPUBOAATCS IPUMEPHLI IPABOBBIX aKTOB, COCTABJISIOIINX
HOPMATHUBHYIO 0a3y UX MPUMeHeHUA. ABTOPHI YIIOMUHAIOT PA3JUUHbBIE ITOAXOAbI K KPU-
MUHOJOTUYECKON IMOJUTUKE; Jal0T 0000II[eHre COOTBETCTBYIOINE TeOPETUYECKUM KOH-
memnTaMm, IOJYUYUBIINM Pas3BUTHE 3a MOCJEIHINE CTOJIETUS, TAKUM, KaK KPUTUKO-KPHU-
MHUHOJIOTMYECKasd, HeOo-OMOJornUYecKas TEeOPUHUHU TeOopus IIOBCceAHeBHOCTH. Tem He
MeHee, OCHOBHOE BHUMAHUE YIEJNSeTCH COBPEMEHHONM KPUMUHOJOTHUUECKON CUTYyaIluU
Ha MeXXIyHapOoJHOM YPOBHE M MEKIYHAPOJHOMY COTPYAHHUECTBY B 00JIACTH ITPOTHO-
3UPOBAHUS, IPEAYIIPEKICHNSI U paccjefoBaHU IIpecTyILIeHuil. B crarbe mpuBoguTCsa
PAL rocymapCTBEHHBIX MHCTUTYTOB, OTBETCTBEHHBLIX 3a PaspalbOoTKy M peans3aliiio
KPUMUHOJIOTUYECKON ITOJUTUKHY, C [EJbI0 Yer0 PaCCMAaTPUBAETCS KPUMUHOJIOTUYECKA
CUTyaIusa B PA3JIUUYHBIX CTPAHAX C IEJbI0 CPAaBHEHUS Pa3JUUYHBIX IIPABOBBIX CHUCTEM.
KNMKOYEBBIE CITOBA. KpuMuHOJOTUYeCKaA IMOJUTUKA, IPABOBasd IIOJUTUKA, TPAHCHA-
IMOHAJbHAA MPECTYIHOCTh, MEXIYHAPOAHAS IPECTYIIHOCTb, MEXIyHAapOAHbIE IOJIU-
neiickue opranusanuu, Uuarepnos, OOH, KpuMuHOJIOTUYECKUE TEOPUU, CAHKIIMOHUPO-
BaHHBIN IlepexBaT nHOpMAILIUYU, JEKTPOHHOE HabII0neHNe, BugeoHa0n0oneHne, [THE,
OTIIeYATKHU MAJIbIIeB, MECCEHIKepPhl, TEPPOPU3M, PaJUKaIN3M, IPECTYIIHOE MOBeIeHe,
MeXKIYHAPOIHOE COTPYAHUYECTBO.

MWH®OPMALMUA O CTATBE. Jara nmocrynsuenusa 11 auBapa 2020 r.; gata npuHATAA K
neuatu 15 mexabpsa 2020 r.; nara onsaiiu-pasmernenus 31 gexkadops 2020 r.
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ROLE OF MODERN SCIENTIFIC AND TECHNOLOGICAL SOLUTIONS IN
THE CRIMINOLOGICAL POLICY: LEGAL FRAMEWORKS
AND INTERNATIONAL EXPERIENCE

ABSTRACT. The article provides an overview of certain technical solutions, used
in different countries for crime prevention along with the basic legal framework.
The authors mentioned various approaches to the criminological policy; summarized
certain basic theoretical concepts developed within the last centuries, such as neo-bi-
ological, critical criminological and “everyday” theory. Discussing modern crimino-
logical situation at the international level, the authors stressed the importance of
the international cooperation in the field of crime prediction, crime prevention, and
crime investigation. Referring to the topic of governmental institutions responsible
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for the criminological policies, the authors examined the situation in different coun-
tries to compare different legislative systems.
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Criminological policy as a practical implementation of the programs developed by the
criminology dates back to the deviant behavior study of Emile Durkheim [1], “classic liberal”
conceptions of legal rights known from sociological and philosophical works of Cesare Beccaria
and Jeremy Bentham [2]. In its basics, it also applies to the principles of the Roman Law that
turned barbarism of the Europe as a periphery of the Roman Empire to the civilization by
providing a legal basis for creating “safe cities and adequate housing... supplies of water, food,
clothing, arms, and other necessaries” [3].

The basic idea of criminological policy is that by influencing determinants of criminal
behavior one would be able minimize its manifestations. The variety of these determinants
presented in all fields of social interaction — economy, policy etc. — makes criminological
policy an interdisciplinary sphere of activity.

Furthermore, due to the internationalization of the criminality, research findings from
different countries start to influence national criminological policies in a more and more sig-
nificant way [4]. The richest nations of the world representing only 20 % of its population
account about 86 % of its income [5]. The “open door policy” adopted by certain European and
other states already made “refugee” the Germany’s “Word of the Year 2015” [6]. Although
certain political implications of the recent years, like Donald Trump’s election, reflect some
opposite tendencies as well, we can state that the world nowadays is “opened” like never before
with 7,5 % of foreign population living in EU Member States in 2017! apart from the former
migrants who already obtained the EU citizenships.

Regardless of the economic, political, philosophical matters adopted by the interest
groups, the cross-border population flow worldwide determines the emergence of so-called
globalized society and, naturally, globalized crime in all its manifestations: drug, weapon and
human trafficking, political and religious extremism, illegal financial operations. Currently,
UN divides all international crimes into 11 sections including crimes against property, crimes
against public order, sexual crimes, crimes involving drugs, acts of corruption etc.2

An eminent international organization in the field of counteraction to criminal activities
is International Police Organization (INTERPOL), General Secretariat located in Lyon, France,
uniting 186 Member Countries. Main functions of INTERPOL are as follows: securing police
communications services, operating databases, operational police support services, training
and development®. Apart from the INTERPOL, may could mention among the others the In-
ternational Criminal Court (ICC), UN Interregional Crime and Justice Research Institute, a
number of regional cooperation platforms like the Regional Anti-terrorist Structure of the
Shanghai Cooperation Organization.

Nowadays, only few countries can afford a criminological policy targeting the determi-
nants of criminal behavior on their most initial stage — from birth of an individual. These and
other international organizations focus mainly on the criminal and post-criminal stages of the

! Migration and migrant population statistics // Eurostat. URL: https://ec.europa.eu/eurostat/sta-
tistics-explained/index.php?oldid=333323.

2 Tbid.

3 International Criminal Police Organization (Interpol). URL: https://www.un.org/sc/ctc/wp-con-
tent/uploads/2017/02/icpo_background-Information.pdf.
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criminal act. This policy is based on the fact that imminence of the punishment will influence
the determinants of criminal behavior on different stages of the criminal act. In this paper, the
authors focus on modern investigation and surveillance technics adopted by different countries
and international community.

Certain factors would constitute obstacles to the creation of the truly “international”
criminological policy. Nowadays, among the broad masses of population there is a tendency
to call adopting the practices imported from the most “developed” countries the “internation-
alization”; it should be mentioned, that by adopting any methods of criminological policy the
governmental institutes should take into account special characteristics, historical experience
and sovereign interests of their nations. Thus, Memorandum of Freiburg composed by a group
of German criminologists is expressing their dissatisfaction of the domination of the An-
glo-American influence in this field [7].

Moreover, it is not a secret that interests of different countries can contradict to each oth-
er in terms of fighting or supporting criminal activities. In 2000, when holding the governor
position in Fujian Province, President of China Xi Jinping characterized American asylum
policy as follows: “China and Fujian alone cannot solve the problem of human smuggling; the
international community must join hands in eradicating it. It would be hard to stop human
smuggling as long as some countries make a fuss over political [and] human rights...” [8].

In the last two centuries, criminological theories have undergone numerous transforma-
tions. However, all of them gravitate either to the “biological” theories first developed by Ce-
sare Lombroso in 1876 or to the “sociological” theories by the French School, first represented
by Alexandre Lacassagne and Gabriel Tarde. At the present time, we can mention three most
influential criminological schools:

Critical Criminology, also known as Labeling Approach, emerged during the “Cultural
Revolution” in Western Europe and USA in the 1960s and represents the point of view, accord-
ing to which responsibility for increasing criminal activity lies, at least partly, on the system
of criminal justice;

“Everyday” theories are defying criminality as “rational choice” between legal and illegal
ways to achieve one’s targets. They apply economic models to the social reality and therefore
are often called “economic theories”;

“Neo-Biological” theories correspond with conservative political theories and apply to the
cognitive categories and their relations to the predisposition to criminal behavior, combining
them with critical analyze of the modern social support programs [9].

Accordingly, surveillance and investigation technics on the pre-criminal stage or earlier
can influence those individuals whose actions are determined mainly by “reasonable”, logical
decisions. It corresponds with the domination of market ideology; accordingly, we assume that
“Everyday Theories” influence the criminological policy in a very significant way.

From the organizational perspective, in different countries, criminological policy is imple-
mented by different governmental departments. In United States, the tasks of criminal policy
implementation are usually entrusted to Department of Justice (especially by the Office of
Justice Programs — OJP) and Police Departments along with other organizations like White
House Office of National Drug Control Policy [10]. In Germany, as departments in charge, we
could call Ministries of Internal Affairs (different for each Land), Ministries for Work and
Social Order, Ministries for Justice [11]; the work is coordinated by the Standing Committee of
the Ministry of Internal Affairs and Standing Committee on the Crime Prevention. In Russia,
these tasks are assigned to the Ministry of internal Affairs, cultural-, sport- and leisure-relat-
ed governmental institutions [12].

In China, from the theoretical perspective, the bridge function between public policy (A&
HUA) and criminology (JLIE2#) takes the “Kongzhi Fanzuixue” (| L3E%%) that can be under-
stood as “systematized (or «institutionalized») criminology” [13]. Due to special characteris-
tics of state management, even the Central Committee and National Congress attaches impor-
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tance to these issues; accordingly, other institutions like Ministry of Justice will be included
into such comprehensive projects as, for example, reduction of juvenile delinquency [14].

Concerning the implementation methods of the criminological policy, we can mention
many findings that shaped the modern stage of security technologies. Among the others, these
are high-resolution security cameras, GPS-tracking, body, luggage and transport scanning,
global satellite surveillance, fingerprints and DNA databases. Many of them were developed as
technologies for military use. Apart from that, may need to mention that emergence of such
communication channels like mobile communication, social networks and instant messengers
produces quite a twofold process. From one side, it expands the possibilities for information
exchange for both law-abiding citizens and offenders. For example, it is known that Al-Qaeda
and Islamic State along with others radical groups widely use Twitter and Telegram [15]. One
of the most infamous terrorist acts coordinated with the use of them took place on 13. Novem-
ber 2015 in Paris [16].

From the other side, it expands the possibilities of the interception as well. In the most
of the countries, interception is generally prohibited by law, at the same time the prohibition
can be breached under certain circumstances. In the US, these circumstances are generally pre-
scribed by the Electronic Communications Privacy Act 1986 (ECPA) and Foreign Intelligence
Surveillance Act 1978 (FISA). The first piece of legislation is related primary to the crime
investigation and the second, respectively, to the concerns of national security, which are
classified and related to communications between anybody in the world, though it requires an
authorization from a court or the White House [17]. Later, the Communication Assistance for
Law Enforcement Act clarified the obligations of telecommunication services providers (T'SPs)
to assist the law enforcement in the lawful interception* .

More or less, the legislation in European countries applies the same fundamental princi-
ples, although interception by a foreign country without a sanction would be considered as in-
terference®. Therefore, the discourse on the interception as a part of the criminological policy
worldwide can be reduced to the question about the rightfulness of the interception without
the authorization by court and misuse of the extracted information. In should be mentioned
many systems of electronic surveillance do not require any warrant, for example: in-car video
systems, body-word video devices, CCTV (Closed Circuit Television) cameras, body, luggage
and transport scanning. Biometric information technologies along with “real name registration
systems” in many cases also are used without any special authorization.

Different attitudes are applied to the anonymity of the netizens. In South Korea, from
2007 to 2011 was conducted an experiment on real name registration system due to the in-
crease of abusive comments, though only several big internet platforms were involved. The
users were required to submit their Resident Registration Numbers; the experiment failed
because Korean users massively moved to foreign platforms [18]. In China, Internet users
must provide their real names to the providers, although they still can adopt pseudonyms for
online posts [19].

Even the SMS instant messaging can constitute certain obstacle in terms of identification
due to the use of the prepaid phones available without any registration in the simple stores
in the countries like Germany. In Italy, however, the buyer should provide his information to
the proprietor; the proprietor is required to register all such purchases®. In the internet cafes,
normally, the identification is nearly impossible, although there are exceptions: in China, vis-
itors are required to register with their identification cards”.

4 Current Practices in Electronic Surveillance in the Investigation of Serious and Organized Crime.
New York : United Nations, 2009. 39 p.

5 Tbid.

6 Tbid.

" New fears over cyber-snooping in China // The Guardian. 2008. 4 December. URL: https://www.
theguardian.com/world/2008/dec/04 /china-privacy-cyber-snooping.
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Apart from the electronic surveillance systems, there are such identification methods
as DNA and fingerprints. In the US, taking the DNA sample is legitimate under the Fourth
Constitutional Amendment that allows taking the DNA sample when making the arrest for a
serious crime. In China, a law passed in 1999 granted generally the same rights to the Ministry
of Justice and Ministry of Interior; in Germany, DNA samples can be collected only from the
individuals that committed a serious crime®. In Russia, DNA sampling was justified in 2008
by the adoption of the Federal Law 242 on the “State genome registration in the Russian Fed-
eration”. According to the seventh article of the Law, genome registration is mandatory for
the individuals guilty of serious and very serious crimes or sex crimes®.

Unlike the DNA databases that are being implemented actively during the last decades,
fingerprints as identification method have a long history of about 150 years. As Jilu Eapen
mentions, “the Indian Evidence Act, 1872 contains provisions wherein fingerprints are consid-
ered as a valid piece of evidence” [20]. In Russia, according to the ninth article of the Federal
Law #128 on the “State fingerprinting registration in the Russian Federation” apart from
the criminals and criminal suspects some other categories of individuals must register their
fingerprints as well, for example: military personnel, police and national security officers,
refugees!®. The law entered into force in 1998.

In China, in accordance with the Law on the Citizens Identification Card, revised in 2012,
among the other biometrical data ID card should contain fingerprints as well''. No need to
mention, that foreign nationals are required to submit their fingerprints as well; for example,
fingerprint-collecting machines are installed in the airports. In Germany, only foreign nation-
als are required to submit their fingerprints [21], however, the latest debates in EU-Commis-
sion reflects the plans to expand that requirement on EU-citizens as well “to leave no room
for terrorists and criminals”, as EU-Commissar for Internal Affairs Dimitris Avramopoulus
mentioned [22]. The legislation of the fingerprints collection in USA is similar to the Russian
legislation, although certain differences also exist. For example, along with military- and gov-
ernment-related jobs, teaching jobs also imply fingerprints submission!2.

Systems of crime-prevention dedicated to the identification of the criminal influence the
individual’s behavior on all stages of the criminal act: forming of the personality (by observing
the overall criminal situation), pre-criminal stage (by deciding between legal and non-legal ac-
tions), criminal and post-criminal stage (by deciding between degrees of severity of the crime).
Thus, measures like that can effectively suppress determinants of criminal behavior that lie in
the field of economy, social conditions, religion, policy, however, they are not able to influence
them directly.

Surveillance and investigation technics on their latest development stage give rise to legal,
moral, social and political disputes due to the obvious contradiction of their nature and prin-
ciples of privacy guaranteed by numerous legal acts both on national and international levels.
In particular, 12" article of the United Nation Universal Declaration of Human Rights says
that “no one shall be subjected to arbitrary interference with his privacy, family, home or cor-
respondence”!?, It does not specify, however, how the term of “arbitrary interference” should

8 Report Ne 271. Human DNA Profiling — A draft Bill for the Use and Regulation of DNA-Based
Technology / Government of India. New Delhi, 2017. 91 p.

9 State Genome Registration in the Russian Federation : Federal Law 242 on the 3 December 2008 //
Rg.Ru. 2008. 9 December. URL: https://rg.ru/2008/12/09/genom-registracia-dok.html.

10 State Fingerprinting Registration in the Russian Federation : Federal Law #128 on the 25 July
1998 // Ministry of Internal Affairs. URL: https://mBa.pd/upload/sitel/folder page/008/688/825/
mpdf128 pdf.pdf.

11 Information Letter on the Fingerprint Registration and stopping of the 1st Generation Citizen ID
usage. URL: http://www.chinapeace.gov.cn/2012-05/31/content_4421607.htm.

12 Fingerprints: The First ID. FindLaw. URL: https://criminal.findlaw.com/criminal-procedure/fin-
gerprints-the-first-id.html.

13 Universal Declaration of Humman Rights // United Nations. URL: http://www.un.org/en/uni-
versal-declaration-human-rights/index.html.; International Classification of Crimes for Statistical Pur-
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be interpret. Moreover, information leakage that became usual in the era of internetization
constitute additional risks for individuals in terms of personal data protection. Thus, one of
the most challenging issues regarding the usage of surveillance technics in the criminological
policy is the protection of the personal data and strong legal framework precluding the “un-
lawful” usage of “lawful” extracted materials, as well as training of the qualified specialists
in electronic surveillance and other related disciplines.

poses. URL: http://www.unodc.org/documents/data-and-analysis/statistics/crime/ICCS/ICCS_Draft
for_consultation August 2014.pdf
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